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Setting IPSec VPN connection between two SMC BR21VPN

Preparation

Company A

WAN IP: 192.168.34.109
LAN IP: 192.168.2.X
Company B

WAN IP: 192.168.34.111
LAN IP: 192.168.3.X

This example takes two SMC BR21VPN as work platform. Suppose Company A
192.168.2.10 create a VPN connection with Company B 192.168.3.10 for
downloading the sharing file.

The Default Gateway of Company A is the LAN IP of the SMC BR21VPN
192.168.2.1 Follow the steps below:

STEP 1 Enter the default IP of Gateway of Company A’'s SMC BR21VPN,192.168.2.1
and select IPSec Autokey in VPN. Click New Entry.

STEP 2 In the list of IPSec Autokey, fill in Name with VPN_A.

STEP 3 Select Remote Gateway-Fixed IP or Domain Name In ToDestination list
and enter the IP Address.

STEP 4  Select Preshare in Authentication Method and enter the PresharedKey
(max: 100 bits)

STEP 5  Select ISAKMP Algorithm in Encapsulation list. Choose the

Algorithm when setup connection. Please select ENC Algorithm
(3DES/DES/AES), AUTH Algorithm (MD5/SHAT1), and Group (GROUP1,
2,5). Both sides have to choose the same group. Here we select 3DES for
ENC Algorithm, MD5 for AUTH Algorithm, and GROUP1 for group.
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Mame

vpn_a

WAR interface

& a1 a2

To Remate

% Remoate Gatewvay --
Fixed IP or Domain MName

|1 92.168.34.111 (M. 99 characters)

" Remate Gatesvay or Client -- Dynamic P

Authertication Method Preshare ;I
Preshared Hey 1122334455 (M. 103 characters)
Encapzulation
ISAKMP Algorithm
ENG Algorithm ES |
AUTH Slgorithm Mos |
Group |eroup 1 |

STEP 6 You can choose Data Encryption + Authentication or Authentication

Only to communicate in IPSec Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL

AUTH Algorithm: MDS/SHAI1

Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to
make sure the encapsulation way for data transmission

IPSec Algarithm

% Data Encryption + Authertication

ENC Algarithm

|aes x|

AUTH Algorithm

jmos =]

" athentication Only

STEP 7 After selecting GROUPT1 in Perfect Forward Secrecy, enter 3600seconds in
ISAKMP Lifetime, enter 28800 seconds in IPSec Lifetime, and selecting

Main mode in Mode.
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Perfect Forward Secrecy IGROUP 1 vl

[SAKMP Litetime Jas0 Seconds ( Range: 1200 - 55400 )
IPSec Lifetime IQSEUU Seconds [ Range: 1200 - 86400 )
Moz ' Main mode £ Aggressive mode

My 10 I (M=x. 39 characters)
Peer ID I (M. 39 characters)
GREAPSeC

GRE Local P |

GRE Remote IP |

I Manual Cannect

Dead Pear Detection  delay |5— Second  Timeout |50 Second (delay Range: 0 - 10, 0: means disable; Timeout Range: 1 -
100)

STEP 8 Complete the IPSec Autokey setting.

) 5MC Dual WAN Load balancing ¥PN Router - Microsoft Inbermet Explorer

Ele Edt Yew Fyerkes Jook  Help

ok v = - () [ O} | Dseach [GiFmvores Feeds (| B ol - H H 3

| Aggdrmss [ 1o, 168 2.1

L PSec Autokey
PPTF Server
PPTF Client
Turnel

[Elane

STEP 9 Enter the following setting in Tunnel of VPN function: (Click New Entry.)

2} ML Dunl WAN Load balancing VPN Router - Microsolt Intermet Explores
fle Gdt Yow Fvorkes Jook e
otk - 5 - QD) | Dewch Grwores Greds 30 S0 - HHL

Agiss (8] binp:f192.168.2.1

One-Siep IPEec
IPSec Autokey
PETP Sarvr
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Enter a specific Tunnel Name.

From Source: Select LAN

Subnet / Mask: Enter 192.168.2.0 / 255.255.255.0

To Destination: Select To Destination Subnet / Mask
Destination Subnet / Mask: Enter 192.168.3.0 / 255.255.255.0
IPSec / PPTP Setting: Select VPN_A.

Select Show remote Network Neighborhood.

Click OK.

Yy 1_tunnel Tunnel
Mame ipsec_vpn_tunnel
From Locsl ®Lan oMz
From Local Subnet  hask |1 9216821 ;IQSS 2852550
To Remate
¥ To Remete Subnet § Mask ||1 92.168.3.1 1|255 255 255.0
" Remate Client
IPSec { PPTP Setting vpn_a x|
Keep alive P :
¥ Show remate Metwark MNeighborbood

STEP 10. Enter the following setting in Outgoing Policy:

5440 Dual WAN Laad balancing VPH Router - Mozilla Firefos =
Bl Edt Yew Hgory fockmads ook el
E-2 - @ 5 L) hepeiiszaes.zf ] (iG]
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Authentication User: Select All_NET.
Schedule: Select Schedule_1.

QoS: Select QoS_1.

Tunnel: Select IPSec_VPN_Tunnel.
Click OK
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Comment : I (Macx. 32 characters) Comment ; | [Maix. 32 characters)
Source Address Insicde_Any = Source Address Cutside_Any v|
Destination Address Outside_~ny ﬂ Destination Address In=ide_Any LI
Service AR ;I Service AN j
Schedule Mone | Schedule More v |
Buthentication User Mone = | Tunnel ipzec_vpn_tunnel LI
Tunnel ipsec_vpn_tunnel LI W ction PERMIT LI
iAction, WAN Port FERMIT ALL | Traffic Log ™ Enatle
Traffic Log " Enable Statistics I Enable
Statistics ™ Enable e Mare v |
Cortent Blocking ™ Enable 1A% . Bandwidth Per Source [P Dovvnstresim ID Kbps Upstream ID Khps { 0: means unlimited 1
M § P2P Blocking Mone v | A% Concurrent Sessions Per IP |0 ( Range: 1 - 99933, 0 means unfimited )
QoS Mane | A% . Concurrent Sessions u ( Range: 1 - 99999, 0: means unlimited )
A% . Banchwicth Per Source [P Downstream ID kbps Upstream ID Kbps [ 0: means unlimited ) AT I Enable
&%, Concurrent Sessions Per IP |0 [ Range: 1 - 999339, 0: means unlimited )
A%, Concurrent Sessions 0 [ Range: 1 - 99999, 0: means unlimited )

STEP 11 Enter the following setting in Incoming Policy:

E5M0 Dual WAN Load balancing YRS Router - Mozilla Firefos

Bl Edt Wew Hgtory fockmaks ook el
-0 - ot L] hetpefinsz. 168241 =| b G- “

Networks

Cutgoing
* Incomi

Schedule: Select Schedule_1.

QoS: Select QoS_1.

Tunnel: Select IPSec_VPN_Tunnel.
Click OK.
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The Default Gateway of Company B is the LAN IP of the SMC BR21VPN
192.168.3.1. Follow the steps below:

STEP 1 Enter the following setting in Multiple Subnet of System
Configurefunction:

3 SMC Dual WAN Load balancing ¥PN Rautar - Mozilla
Hlory  Bochrswhs  Tock  Hel

@ [ | mpiis e

sdngMide |ledsce| Mist i Cantigurs
AR - 152 91 34 451 TRAT
: L | seissiizssasse | (Madine) (Besees)

| Wew Entry |

STEP 2 Enter the default IP of Gateway of Company B's SMC BR21VPN, 192.168.3.1
and select IPSec Autokey in VPN. Click New Entry

STEP 3 In the list of IPSec Autokey, fill in Name with VPN_B.

STEP 4 Select Remote Gateway-Fixed IP or Domain Name In To Destination list
and enter the IP Address

STEP 5 Select Preshare in Authentication Method and enter the Preshared Key
(max: 100 bits)

STEP 6  Select ISAKMP Algorithm in Encapsulation list. Choose the Algorithm
when setup connection. Please select
ENC Algorithm (3DES/DES/AES)
AUTH Algorithm (MD5/SHA1
Group (GROUP1, 2,5).
Both sides have to choose the same group. Here we select 3DES for ENC
Algorithm, MD5 for AUTH Algorithm, and GROUP1 for group.

STEP 7 You can choose Data Encryption + Authentication or Authentication only to
communicate in IPSec Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to
make sure the encapsulation way for data transmission.
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ame vpn_h
AN inter face @ a1 O wian 2
To Remote
® Remote Gatevray - __1 92.168.34.109 (Mai. 99 characters)
Fized IP or Domain Mame
O Remote Gateswvay or Client -- Cynamic IP
Authentication Method Preshare ‘
Preshared Key 1122334455 | (M. 103 charactars)
Encapsulation
ISAKMP Algorithm
ENC Algorithm MES v
AUTH Algorithm MDS v |
Group GROUP 1 v |

IPSec Algarithm

@ Drata Enceyption + Suthertication

ENGC Algorithm MES |
AUTH &lgarithm MDS v
O puthentication Only

STEP 8  After selecting GROUP1in Perfect Forward Secrecy, enter 3600 seconds
in ISAKMP Lifetime, enter 28800 seconds in IPSec Lifetime, and selecting
Main mode in Mode.

Perfect Forward Secrecy GROUP 1 &

SAKMP Litetime 3600 Seconds [ Range: 1200 - 6400 )
PSec Lifetime 28800 Seconds ( Range: 1200 - 36400
ocle @Main mods O Agressive mods
[y IO (Whax. 39 characters)
Peer ID [Max. 39 characters)
GREAPSEC
GRE Laocal IP
GRE Remate IP
[ Manual Connect
Dead Peer Detection  delay Secund Timeout Second (delay Range: 0 - 10, 0 means disable; Timeout Range: 1 -
ooy

STEP9 Complete the IPSec Autokey setting

NIRELE BROADBAND

Wwww.smc.com




@ Page 9/24

Networks

0 uM Uual WAN Load balancing Vi Rowter - Mozilla Firefos =100 x|
Ble [t Wew Hgtoy [fockmads Jooks el
@ - - 8 O3 | L] hepniozaeesu

TL6.34.108

| Wew Eatry |

STEP 10  Enter the following setting in Tunnel of VPN function:

Enter a specific Tunnel Name.

From Source: Select LAN

From Source Subnet / Mask: Enter 192.168.3.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.

To Destination Subnet / Mask: Enter 192.168.2.0 /255.255.255.0.
IPSec / PPTP Setting: Select VPN_B.

Select Show remote Network Neighborhood.

Click OK.

e o o o o o o o

e wpn_tunne!
From Locsl @ Lan Oomz
From Local Subnet / Mask 19246631 |f|255255.255.0 |
To Remate
® To Remote Subnet /Mask [192188 2.1 |1[255 255 2650 |
O Remote Cliert
PSec f PPTP Setting wpn_b %
eep alive P : |
Showy remote Metwork Meighborhood

0 5™ Dual WAN Lowd balanting YPN Roaiter - Mozilla irefox =101 %]

Ble [ Yew Hgoy fodmads Jook b

One-5tap PHat

IPSec Autokey

PPTP Server

PETP Clierd | Mew Entry |
- Tunnal

THLI683. 1216821

| Done: Vi

STEP 11 Enter the following setting in Outgoing Policy:

BROADBAND
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Authentication User: Select AII_NET.
Schedule: Select Schedule_1.

QoS: Select QoS_1.

Tunnel: Select VPN_Tunnel.

Click OK.

D 5L Dual WAN Load balancing ¥PN Router - Mozills Firefox P [=[E.1]
Ble £t yew Hgoy  gockmaks  Took bl

- @ @ 08 |0 tepserasssag

Comment : [Maix. 32 characters)

Source Address Insice_Any

Destination &ddress Outside_tny v |

Service AN hd |

Schedule Mone v

Wuthertication User Mone %

Tunnel vpn_tunnel |

laction, WAN Port |

Traffic Log D Enakle

Statistics [ Enable

Content Blocking |:| Enable

i/ P2P Blocking Mone W

QoS Mone %
2% Bancwidth Per Source [P Dowvnstream |D Kbps Upstream |0 Kbps ( 0 means unlimited )
A3, Concurrent Sessions Per P |0 ( Range: 1 - 89999, 0: means unlimited 1
2. Concurrent Sessions o ( Range: 1 - 89999, 0: means unlimited )

STEP 12  Enter the following setting in Incoming Policy:
Schedule: Select Schedule_1.

QoS: Select QoS_1.

Tunnel: Select IPSec_VPN_Tunnel.

Click OK.
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K 5ML Duial WAN Load balaicing YPM Rautes - Mozila Firefon a101.x]
Ele £ Yew Hgtoy Gocknaks  Jook  pep

& - - @ 3B | O epcijierasssf | e ICIe Y

Commert : (Maie. 32 characters)

Source Address Cutside_Any

Destination Address Inside_sny |

Service ALY b |

Scheduls Nore v |

[Tunnel wpn_tunnel W |

laction |

Traffic Log |:| Enable

Statistics [ Enabie

QoS Nore v |
8.4 Bandwicdth Per Source P Diowenstreatn |D Khbps Upstream |D |Kbps [ 0: means unlimited
A¥. Concurrent Sessions Per P |0 [ Range: 1 - 99939 0: means unlimited )
&K, Concurrent Sessions ) [ Range: 1 - 99939 0: means unlimited )
AT [ Enable

STEP 13  Complete IPSec VPN Connection
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SMCBR21VPN: PPTP Server Configuration

STEP 1. Enter PPTP Server of VPN function in the SMC BR21VPN .
Select Modify and enable PPTP Server:

- Select Encryption.

- Client IP Range: Enter 192.168.34.1-254.

- Idle Time: Enter O.

Clierd F° Range. 10165341 =

S Sorver |
VRS Server 2

[=] Amowe PPTR chent tn conect fn the intermet

L Ao Discannict it isa | minutes { Rt O - GEIEUE, 0 oans sl connected )
L e caen t - - .
Echo-feauest Rty 4 tmes Tmeout 0 | Second( fisry: 05, & mesns desths, Tmeot 1 - 80
Tunnal
b ox jiea

STEP 2.Add the following settings in PPTP Server of VPN function in the SMC
BR21VPN
- Select New Entry.

PPTP Server { Envable, EncryptionON |

Chort P Roege - 10.168.34 125+ [agity)

1016834 1 0016
3 amrisrator A3 aisaios [n wsa |

| Wow Entry |

- User Name: Enter administrator.

- Password: Enter 1122334455

- Client IP assigned by: Select IP Range.
- Click OK.
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Client IP Uptime Configure

o PPTP_Connection | oooo = . (Modify ) (Remove)

| New Entry |

STEP 3.Enter the following setting in Tunnel of VPN function:

- Enter a specific Tunnel Name.

- From Source: Select LAN

- From Source Subnet / Mask: Enter 192.168.2.1 / 255.255.255.0.

- To Destination: Select To Destination Subnet / Mask.

- To Destination Subnet / Mask: Enter 192.168.34.1 / 255.255.255.0.
- IPSec / PPTP Setting: Select PPTP_Server_PPTP_Connection.

- Select Show remote Network Neighborhood.

- Click OK.

ane s
From Local i(i)lm oz

From Local Subnet | Mk 19216831 rias8.228. 3550
To Femote.

2] To Rosrrcee Sttt 1 Mass 102 168 % | 25000

O Rermte Cherd

Paec 179D Setng FRTR_Server_samnisiotoe s

Keep ke B2 [

[ Srow vemote Hetwoek Neignbormiood

STEP 4.Enter the following setting in Outgoing Policy:
- Tunnel: Select PPTP_VPN_Tunnel.
- Click OK
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STEP 5.Enter the following setting in Incoming Policy:
- Tunnel: Select PPTP_VPN_Tunnel.

- Click OK.
Comment ; (e 32 characters)
oomboley |
Teurce Address Caltsin_Arry (%
[re——— Irmide_tey W
Sarvice £ ~
Sehecain Herm
Tuenel sete o
[pon ﬁ
Fraet Log | L] Eratie
|szenter [ ke
ol Moo &
WA Bardwidh P Sourcs P | Bownaiream U Mg Upsiream O ps ( { mearu undnded |
MAX Corrummnt Snssrn b B (0 | Feangel 1 - S35, (F I urlinded |
MAX, Coreunat Shasars o | Reange 1 - S50, (F aans unnded |
rat | O e

I oK 1) camcel |

Wwww.smc.com




SMC

Networks

How to create a VPN connection through the router with
Windows Vista client

The environment:
We have the following network diagram to establish the VPN tunnel:

PC (client Windows Vista) ---- Internet ---- Router in bridge mode ---- SMCBR21VPN ----
PC (server Windows XP)

With the following definition of IPs:
a) PCclient = 192.168.34.65
b) Router in bridge mode - No IP address.

c¢) SMCBR21VPN - LAN IP:192.168.2.1/ WAN IP: 85.58.46.180
d) PC server > 192.168.2.11

The procedure:

1) We proceed to create a new Virtual Private Connection (PPTP):

File Edit View  Tools  Help

Metwork and Sharing Center

View full mep
A L

DELSID-VISTA Muliple netwerks Intemet
(This computer)

S VPN Comnextion (Public network] Custornze

Access Locsl and Intemet

Cennectian VPN Connesticn View statuss
Disconnect

§_- H (Private netwark) Customize

Access Locel and Intemet

Connection Local Area Connection View status

www.smc.com
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2) We define the properties of the connection:

File Edt View Toock Advanced Help

Name Status Device Name: Cannectraty
LAN or High-Speed Intemet (2)
¥ Local Avea Connection 3 vno 5 T erticller fecess to Locy
il Welece Network Connectian - — posek € 5
irtaal Private Network {1) General | Detals | |
i ven
] Connection i i Access to Loct
1Pv4 Connectty: Intemet
1Pt Comecttys Lrted |
Meda State: Connecied
Duration: 00:17:%
| Detais..
Actity
Sent — !. —  Arcenved
2 ‘
Bytes: 295,606 3 s
Compr o 0% o%
Erroen: o a
iProperses | | Dwcoonect | [ Diagrese |
P

3) PPTP Virtual connection is created. Now we have to configure the profile:

# » Cortrol Panel » Metwork Connections - | op ll Seneen

File Edit Wiew Tock Advanced Help

Hame Status Device Hame Connectivity

LAN or High-Speed Intemet (2)

¥ Lecal Ares Cemnection HQ Breadeom 440 10/100 Integeated Controlies Access to Locsl am
aifllWirebess Network Cannecticn Disabled Tetel(R) PRO/Wireless BM5ABG Network Connecticn

irtual Private Metwerk (1)

3 VPN Connection VPN Connecticn WAN Miniport [PRTR) Aceein bo Locsl am

www.smc.com
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4) Now it has to be introduced the WAN IP of the router for the profile:

B v ConbietPanel » Hetwork Connections

File Edt View Tooh Advamced Help

Hame Seatus Device Name Connectivity
LAN o High-Speed Intesmet )
1§ Local Area Connection 3 v e . &‘ praralles Accessta Lacal an
ailll Wirebess Metwork Connection otk Connection
Vitual rnate Network (1) G| Conon [ Secury | Netwotong | Shamng |
BN Comoucticn, B e T T e ——— Aeccetolocalsn
15754 0.1 & Mo 1241111
B 5366 100
Fist conrect
Wirekcrees o frsl corracd B0 o gl btk such s e
Ittt before by o establsh s vitusl connection
[7] ksl anewar corvacton fre
| [T

5) We try to carry out the connection:

» Control Panel » Network Connections

File Edit View Took Advanced  Help

Name Status Device Nime Connectivity
LAN or High-Speed Intemet (2)

§ Lecal Ares Connection RO Broadcom 440x 107100 Integrated Controlles Aceeas to Locsl &
atflWirekess Network Cannecticn Disabled

Intel(R) PRO/Wireless 3343485 Network Connection
Wirtual Private Network (1)

3 WPN Comnectson WAN Meupert [PRTP)

www.smc.com
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6) Then it has to be introduced the user/password in the prompt that matches the
configuration of the VPN router:

# » Control Panel » Netwoek Connectians w | 4y W ek

File Edit View Tools Advenced Help

Mame Seatus Device Name: Connectivity
LAN or High-Speed Intemet (2
¥ Local Area Connection G Brcedeom 440 10/100 Infeqeated Contralles Aecess to Loeals

atfWirekess Hetwork Conmection
Virtual Private Network (1)
3 VPN Connectan

rke Conmection

User s obmarisimior

[ — sesseranne

Doman

C4

M orly
8 Anyons wha uses the computer

[Comac J[ Corcal | [iPmpaten] [ beb |

7) Finally the connection, if everything s ok, will be proceeded sucessfully registering
the PC client on the tunnel:

# ¢ Control Panel + Network Connectons - | 43 |l Search

File Edt View Tool Advanced Help

Device Hame

Conncethity
LN o High-Speed Iternet (1]
¥ Local Area Connection HQ Broadcom 440 10/100 Integrated Controller Accessto Loca
alll Wireless Metwork Connection Disabled Intel(R) PROVWirebess 3045486 Network Connection
Virtusl Private Network (1)
& VPN Connection Cennecting WAN Meupert [PRTF)
Connecting to VPN Cannection_.

"1’ Regaieng your comouter on e network:
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Test:

Now we can test the connections like this:

a) Tothe WAN interface of the router:

C:\ >ping 85.58.46.180

Pinging 85.58.46.180 with 32 bytes of data:

Reply from 85.58.46.180: bytes=32 time=68ms TTL=55
Reply from 85.58.46.180: bytes=32 time=68ms TTL=55
Reply from 85.58.46.180: bytes=32 time=67ms TTL=55
Reply from 85.58.46.180: bytes=32 time=68ms TTL=55
Ping statistics for 85.58.46.180:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 67ms, Maximum = 68ms, Average = 67ms

b) To the LAN interface of the router:

C:\Documents and Settings\Administrator>ping 192.168.2.1
Pinging 192.168.2.1 with 32 bytes of data:

Reply from 192.168.2.1: bytes=32 time=73ms TTL=64
Reply from 192.168.2.1: bytes=32 time=88ms TTL=64
Reply from 192.168.2.1: bytes=32 time=70ms TTL=64
Reply from 192.168.2.1: bytes=32 time=125ms TTL=64
Ping statistics for 192.168.2.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 70ms, Maximum = 125ms, Average = 89ms

c) Tothe PC server:

C:\Documents and Settings\Administrator>ping 192.168.2.11
Pinging 192.168.2.11 with 32 bytes of data:

Reply from 192.168.2.11: bytes=32 time=89ms TTL=127
Reply from 192.168.2.11: bytes=32 time=131ms TTL=127
Reply from 192.168.2.11: bytes=32 time=131ms TTL=127
Reply from 192.168.2.11: bytes=32 time=98ms TTL=127
Ping statistics for 192.168.2.11:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 89ms, Maximum = 131ms, Average = 112ms

WIREL 3 BROADBAND
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How to create a VPN connection through the router with
Windows 2000 client

The environment:
We have the following network diagram to establish the VPN tunnel:

PC (client Windows 2000) ---- Internet ----- Router in bridge mode ---- SMCBR21VPN ---
- PC (server Windows XP)

With the following definition of IPs:

a) PCclient 2 192.168.34.97

b) Router in bridge mode - No IP address.

c) SMCBR21VPN - LAN IP:192.168.2.1 / WAN IP: 85.58.46.180
d) PC server > 192.168.2.11

The procedure:

8) We create a new Virtual Private Connection (PPTP) with the WAN IP assigned to
the SMCBR21VPN:

ek - - ()| Dsewch Chpodes (35 B X = | T
ko [ Mervoek 3nd Cial o Connections
L e, ] s [rpe [ statn | [ ovmer
=8 [ Mk New Cornmction

& diLocal frea Connection 2
Network and Dial-up vl Frivee Corcacton

Makional Semicorductor Corp. DPE38... System

AN Mgt (L2TF) Syfem
Connections 1%
Virkual Private Connection Geresal | Options | Securty| Networking | Shaing|
Type:
Virtusl Frivate Nstwerk Connection 123 45,6.78)
e — T
it conrmc

“Wirndiees o frst Connect the pulc netverk. such as the
Indesret, vt bith thet vitusl i

I Dl arethes cormmctan fest

I =]

¥ Showicon in taskbar when connected

BROADBA
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9) Once the profile for the PPTP Virtual connection is created...

dmisch - m - (L | RSeerch Thfolders (| A OD X | ED-

uceress [ tstveork: aned Dt Convactions

|.-‘ o Name [ Tepe [ [ [ cvmer
ﬁ] (I B btake e Connection

E htocdl fuea Corrmction & L Eristied Natxonal Semorsdutir Corp., PESE... System
Network and Dial-up Virtusl Pri... System
Connections

Virtual Private Connection

Type:
Wirtusl Private Netvrk, Concriction

Saturs: Diicorwmeted

10) We connect to this one:

Fle Ed Vew Fovorkes Took  Advanced  Help
dmih - om oo (1) | PSearch TFokders (| A U X o3| T
e [ etwsrk snd Dithi Corractions

I.-“ = Name / [ [ e
ﬂ J [ [T T ——

- heLocal area Connection & Heatioraal Semiconductor Corp, DPE38...  Srstem
Network and Dial-up Systen
Connections
Wirtual Private Connection frap—

Type:
Vit Private Nstwark Connection ;::'W
s
Sshs: ecorrmcted Frename
Propertien

1) We introduce the user / password defined on the VPN router:

Wwww.smc.com
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P Metwork and Disl-up Conmections
fe Edt View Favorbes Tools  Odvanced  Melp
Bk - o= - (i) | Y Sewch CyFodes (J| A W X o | T

Address [ 1] Netvork and Dok up Connections

> = [ | typs | state | owenr
I'_ﬁ] [ S ake poe Connection

- slivocal area Conmtion 2 N [ Netanal Sermondacton Corp. DRI, . System

Network and Dial-up @ stud Private Corrmction Webual Pri.,.  Discornncted AN Miigert, (L2TF) e

Connections

Wirtual Private Connection

onnect Vrtusl Private Connection

Type:
Wirbusl Privats Nstreork Connaction

Status: Dcermmctesd

12) User/Password and connection will be verified:

P Metwork and tial-up Connections

Fie Edt View Fovorkes Toos  Advanced  Help

d=ioch = = = (5] | hseanch yrokes (|65 W X o | -

ddress | 31 rimtwert, ared v Corpmitions

P -l Nome - [rype  [stots | T o
"_:ﬂ IJ [ [T ——

- ol Local Ares Connaction 2 Lan Erhisd Mational Semiconductor Corp. DPE38...  System
Network and Dial-up <ol Prives Connection VebualPri... Connecting W Miniport (LT System
Connections
Virtual Private Connection

Type:
Wirtual Frivate Network Connection.

Stahus: Connecting

13) If everything s ok, we will obtain this for the tunnel connection:
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1 Network and Dial-up Conmeclions

e Bl View Fow e
w=Eock = - (5] | Pseech [hFoders i G W X | [

Addrmss [G1] Network and Drak up Connections

P (= [ [rpe  [starue [ e | cvnar
I'_i] (- [ [T —

S dLocal Ares Coremction 3 LEN Frubis Natioral Semicoradactor Corp. DEEIR...  Sydtem

Network and Dial-up  <ovenus prrvate Connection Wetual P Cornected WAH Mingort (L2TF) System
Connections

Virtual Private Connection

Type:
irtual Frvate Netwsor Connecton

Sz Corvmched

romectionTomplete S =

% Vitasl Prsvate Cornacsion e now connoched

T , gt chck.
[¥ o ik,

tutkb il precerd]

™ Dok dinplay this message sgan
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Test:

Now we can test the connections like this:

a) Tothe WAN interface of the router:

C:\ >ping 85.58.46.180
Pinging 85.58.46.180 with 32 bytes of data:

Reply from 85.58.46.180: bytes=32 time=68ms TTL=55
Reply from 85.58.46.180: bytes=32 time=68ms TTL=55
Reply from 85.58.46.180: bytes=32 time=67ms TTL=55
Reply from 85.58.46.180: bytes=32 time=68ms TTL=55

Ping statistics for 85.58.46.180:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 67ms, Maximum = 68ms, Average = 67ms

b) To the LAN interface of the router:

C:\Documents and Settings\Administrator>ping 192.168.2.1
Pinging 192.168.2.1 with 32 bytes of data:

Reply from 192.168.2.1: bytes=32 time=73ms TTL=64
Reply from 192.168.2.1: bytes=32 time=88ms TTL=64
Reply from 192.168.2.1: bytes=32 time=70ms TTL=64
Reply from 192.168.2.1: bytes=32 time=125ms TTL=64

Ping statistics for 192.168.2.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 70ms, Maximum = 125ms, Average = 89ms

c) Tothe PC server:

C:\Documents and Settings\Administrator>ping 192.168.2.11
Pinging 192.168.2.11 with 32 bytes of data:

Reply from 192.168.2.11: bytes=32 time=89ms TTL=127
Reply from 192.168.2.11: bytes=32 time=131ms TTL=127
Reply from 192.168.2.11: bytes=32 time=131ms TTL=127
Reply from 192.168.2.11: bytes=32 time=98ms TTL=127

Ping statistics for 192.168.2.11:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 89ms, Maximum = 131ms, Average = 112ms

RELESS BEROADBAND
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